Yeaoswcaemwvie pooumenu!!!

C kaxcovim 2000m monooedicu u oemeti 6 Humepneme cmanosumscs 0o0vule, A WKOIbHUKU
OOHU U3 CAMBIX AKMUBHBIX noiv3osameneli Pynema. Meodicdy mem, nomMumo 02pomMHO2O
Konuwecmea 6o3modchocmeti, Mumepuem necem u npobuemvl. Ima namsamra OOJINCHA NOMOYb
Bam u Bawum noopacmarowum oemsam 6€30nacHo HAX00UmMbCs 6 Cemiu.

Komnsromepnuie eupycot

KomnbioTepHblii BUPYC — 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX MPOTpamMM, OTIMYUTEIHHON
0COOEHHOCTBIO KOTOPOHl SBISICTCS CIIOCOOHOCTh K PasMHOXKEHHIO0. B pomoiHeHue K 3TOMY,
BUPYChl MOTYT TIOBPEAUTb WM TOJHOCTHIO YHHUYTOXUTh Bce (Qailibl U  JaHHbIE,
MOJKOHTPOJIbHBIE TTOJIH30BATEI0, OT MMEHU KOTOPOTO OblIa 3aIyleHa 3apaxEHHas mporpamma,
a TaKXXe MOBPEAUTh WIM JaXKe YHUYTOXXUTH OIEPAIlMOHHYIO CHUCTEMY CO BceMH (aiimamu B
1esoM. B OonbIIMHCTBE CcllydaeB paclpoCTpaHsIoTCs BUpPYChl yepes3 MHTepHeT.

Memooul 3augumosl om 6pedOHOCHBIX RPOZPAMM:

1. Hcnonb3yil COBpeMEHHBIE OIEPALMOHHBIE CUCTEMbI, MMEIOLIME CEpbE3HBIN YpOBEHb
3aIIUTHI OT BPEIOHOCHBIX IIPOIPAMM;

2. TlocrosiHHO ycraHaBnuBail mnouyTH (UKM(POBBIE 3aIUIATKH, KOTOPbIE aBTOMATUYECKH
YCTaHABIMBAIOTCA C LEJIbI0 JOpPadOTKM MpOrpamMmbl) M Apyrue OOHOBJIEHHUS CBOEH
onepalnoHHOM cucteMbl. CkauuBail UX TOJBKO ¢ O(ULMAIBHOIO caiiTa pa3paboT4HKa
OC. Ecnu cymiecTByeT peskiuM aBTOMATHYECKOTO OOHOBIICHUS, BKITFOYH €T0;

3. Paboraii Ha cBoeM KOMIIBIOTEpE O] IIPaBaMHU I10JIb30BaTENs, @ HE aAMUHUCTpaTOpa. JTO
HE IM03BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX IPOrpaMM MHCTANIMPOBATHCSA Ha TBOEM
IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vicnonb3yil aHTHUBUPYCHBIE NPOTpaMMHbBIE MPOIYKTHl M3BECTHBIX IPOU3BOJIUTENIEH, C

aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

Orpanndb QU3NYECKUI T0CTYN K KOMIBIOTEPY AJIs1 HOCTOPOHHUX JIMII;

6. Vcnonp3yil BHelIHHE HOCUTENU MH(pOpMAIMM, Takue Kak Quielika, AUCK Wi (ain u3
WHTepHeTa, TOIBKO U3 IPOBEPEHHBIX NCTOYHHUKOB;

7. He oTkpbIBail KOMIIbIOTEPHBIE (ailyibl, MOJy4YEeHHbIE U3 HEHAAEKHBIX UCTOUHUKOB. Jlaxe
Te (ailsibl, KOTOpbIE MPUCIIai TBOM 3HaAKOMBIN. Jlydllle yTOUHU y HEro, OTHPABIISAI JIU OH
TeOe ux.

o

Cemu WI-FI

Wi-Fi — 3T0 He BUJ mepejadu JaHHBIX, HE TEXHOJOTHS, a BCEro JIMIIb OpeHs, Mapka. Eie B
1991 rony HuzepnaHjckas KommaHus 3apeructpupoBasa OpeHn « WECA», uro o0o3Hauano
cinoBocodetanue «WirelessFidelity», KOTOpbIii TepeBOANTCS KaK «OECIPOBOIHAS TOYHOCTHY.

Jlo Hamiero BpeMeHH JomuIa apyras abOpeBHaTypa, KOTopasl SBISETCS TaKOW K€ TEXHOJIOTHEH.
Orto abbpeBuatypa «Wi-Fi». Takoe Ha3zBaHue ObLTO JaHO ¢ HAMEKOM Ha CTAHIAPT BBHICIIUI
3BykoBo#l TexHuku Hi-Fi, uTo B mepeBoie 03Ha4aeT «BbICOKAsI TOYHOCTHY.

Ja, OecnnaTHBI MHTEpPHET-IOCTYN B Kade, OTeNsiX W adporoprax SBISETCS OTIMYHOU
BO3MOXHOCTBIO BbIxoJ1a B IHTepHeT. HO MHOTHE 3KCIIepThI CUUTAIOT, 4TO 001eaocTynHbe Wi-

Ficeru He gBisAroTCs O€30IIACHBIMHU.

Cosempul no 6e3zonacnocmu pabome 6 oouwedocmynusix cemax Wi-fi:



1. He nepenaBaii cBoro nTuuHy0 HHGoOpManuio uyepes obmenoctynusie Wi-Ficetu. Pabotas
B HUX, XeJIaTeJIbHO HE BBOJUTH MApOJIU JOCTYIIA, JJOTHHBI U KaKHe-TO HOMEpa;

2. Hcnonp3yih u OOHOBISH aHTHUBHPYCHBIE NMPOTpaMMbl M Opanamaysp. Tem cambIM ThI
o0e3omacuiib cedsi OT 3aKauyKU BUpyca Ha TBOE YCTPOMCTBO;

3. Ipu wucnons3oBanun Wi-Fiotkmoun Qynkmuo «OO0mmit  goctyn k  Qaimam u
npuntepam». JlanHas ¢GyHKOUS 3aKpblTa [0 YMOJIYaHHWIO, OJHAKO HEKOTOphIe
N0JIb30BATEIH AaKTUBUPYIOT €€ /1715 y100CTBa HCIIOIb30BaHuUs B paboTe mim y4eoe;

4. He wucnons3ydd myOomwmunbldi WI-Flans mepenmaunm JIWYHBIX MaHHBIX, HampuMmep, IS
BBIX0/JIa B COIIMAJILHBIE CETH UJIH B AJIEKTPOHHYIO MOUTY;

5. Hcnonp3yit Tonpko 3ammuiieHHoe coenuHeHue depes HTTPS, a me HTTP, t.e. mpu
Habope BeO-aapeca BBOIU UMEHHO «https://»;

6. B moOunsHOM Tenedone otkimoun GpyHkiuto «llogkmouenue k Wi-FiaBroMmatuueckmy.
He momyckaii aBTOMaTH4eCKOrO MOIKIIOYCHHs YCTpoicTBa K ceTsiMm Wi-Fibe3 TBoero
coryiacus.

Couuaﬂbubte cemu

ConuanbHble CeTH aKTHUBHO BXOJAT B Hally XU3Hb, MHOTHE JIIOAU PabOTAarOT M KUBYT TaM
nocTossHHO, a B Facebookyxe 3aperucTpupoBaH MIJUTHApI YEIOBEK, YTO SBISETCS OJHOMN
CeIbMOM BCEX KHUTeNed IIaHeThl. MHOrMe MOJb30BaTeNM HE MOHUMAIOT, 4TO HH(opmanus,
pa3MeIIeHHass UMH B COIMATIBHBIX CETSIX, MOKET OBITh HalIeHA M MCIIOJIb30BaHA KEM YTOIHO, B
TOM YHUCJIE HE 0053aTeIbHO ¢ OJIarMMH HAMEPEHHSIMH.

OcHoeHnble coéemul no 6e3onacHocmu 6 CoUuaibHblX cemax.

1. Orpannub crnmcok apy3ed. Y TeOst B JpYy3bAX HE JODKHO OBITH CIy4alHBIX H
HE3HAKOMBIX JIHOJIEH;

2. 3ammiai cBOIO YaCTHYIO KWM3Hb. He yka3wiBaii mapoiu, TenedoHsl, agpeca, 1aTy TBOETO
POXKICHUSI M JIPYT'yI0 JTUYHYI0 HH(OpManuioo. 310yMBIIUIEHHUKH MOTYT HCHOJIb30BaTh
Jaxe nHGOPMAIIHIO O TOM, KaK Thl U TBOU POJIUTENH IUIAHUPYETE MPOBECTH KAHUKYJIBI;

3. 3amminai cBOIO permyTaluio — JIEpPKU €€ B UUCTOTE U 3aJaBail cebe BOMpoc: XOTed Obl
ThI, YTOOBI JIPYTHE TOJIH30BATEIN BUICIH, YTO ThI 3arpyxkaemib? [logymaii, npexae yem
YTO-TO OMYOJIUKOBATh, HAMMUCATh U 3aTPY3UTh;

4. Ecnu THI TOBOPHIIB C JIOJIbMU, KOTOPBIX HE 3HACIIIb, HE HCIOJIB3YH CBOE peaTbHOE UMS U
JIPYTYIO JTHYHYIO HHPOPMAIIH: UMsI, MECTO KUTEIbCTBA, MECTO y4eObI U MPOYEE;

5. UzGerait pazmenienus: ¢potorpaduit B UuTepHeTe, rae Thl M300pa’keH Ha MECTHOCTH, IO
KOTOPOH MOKHO OIPENEITUTh TBOE MECTONOI0KEHHE;

6. Ilpu perucTpanuu B COIMATBHON CETH HEOOXOIWUMO HCIIOB30BATh CIIOKHBIC TApOJIH,
cocrosiue u3 OykB ¥ IUQp U C KOTUIECTBOM 3HAKOB HE MEHee §;

7. Jlna conMalibHOM CETH, MOYTHI U JIPYTUX CAMTOB HEOOXOIMMO HCIIOIh30BaTh pPa3HbIE
naponu. Torna eciau TeOsl B3IOMAIOT, TO 3J0YMBIIUIEHHUKH TOTyYaT JAOCTYI TOJBKO K
OJIHOMY MECTY, a HE BO BCE cpasy.

Dnekmpounvie OeHveu

3J’[eKTp0HHbIe ACHbI'M — J3TO OYCHb y,Z[O6HBII>'I CII0c00 rmaTexceﬁ, OIHAaKO CYHICCTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT MOJYYUTH OTU ACHBI'U.

SJ'IGKTpOHHI)Ie JCHbI'M TIIOABUJIIMCh COBCEM HCAABHO H HWMCHHO H3-3a 3TOT'O0O BO MHOI'HMX
rocyaapCTBax A0 CHUX IOP HE MMPOIMMCAHO ITPO HUX B 3aKOHAX.



B Poccun xe oHu (yHKIMOHHMPYIOT M O HUX YK€ MPOMUCAHO B 3aKOHE, ]I X pa3AeisioT Ha
HECKOJIBKO BUJI0B — aHOHMMHBIC U HE aHOHUMHBbIE. PasHuiia B TOM, 4TO aHOHUMHBIE — 3TO T€,
B KOTOPBIX pa3pelaeTcs NPOBOAMTH OINEpauuu 0e3 HISHTHU(UKAIUU IONb30BaTeNsi, a B
HEaHOHMMHBIX MICHTU(DUKALIMHU T0JIb30BaTElIs ABISAETCS 00s3aTeIbHOM.

Taxxe cienyer pa3nuyarh 3JEKTPOHHbIE (PUAaTHBIE AEHbIU (PaBHBI TOCYIaPCTBEHHBIM BaJIOTaM)
U 3JICKTPOHHBIE He(UATHBIEC ACHBI'H (HE PaBHBI TOCY/IaPCTBEHHBIM BAIIOTAM).

Ocnosnvle cosemul no 6e30naAcHOll padome ¢ I1eKMPOHHBIMU OCHbZAMU:

1. TlpuBsku K cueTy MOOWJIBHBIN TenedoH. DTO caMblii yAOOHBIM M OBICTPBIA CIIOCOO
BOCCTAaHOBUTH JIOCTYI K cyery. [IpuBsi3aHHbIi TenedoH MOMOXKET, ecau 3a0yaemb CBOU
TJIATEKHBINA MMApOJIb UK 3aiCIIb HAa CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. HWcnonp3yii ogHopa3oBbie maponu. [locie mepexoma Ha YCHIICHHYIO aBTOPHU3AIUIO TeOe
yke He Oy/IeT yrpoKaTh OMAaCHOCTh KPa)KH WIIU TiepexBaTa MIaTeKHOT0 MapoJis;

3. Bribepu crioxusIii maposs. [lpecTynHukam OyAeT He MPOCTO yraiaTh CIOKHBIA Tapoib.
Hanexxnble maponu — 3T0 Mapoiu, KOTOpbIE coAepkKaT He MeHee § 3HAKOB U BKJIIOYAIOT
B ceOsl CTPOYHBIC U TIPONHCHBIE OYKBBI, ITUPPHI B HECKOJIBKO CHMBOJIOB, TAKHE KaK 3HAK
noJutapa, pyHTa, BOCKIMIATENbHBIN 3HaK U T.11. Hanpumep, StROng!;;

4. He BBOJY CBOM JIMUHBIC JaHHBIC HA CAaTax, KOTOPHIM HE JIOBEPSEIIIb.

3ﬂel<mp01maﬂ nouma

DJIEKTPOHHASI MOYTA — 3TO TEXHOJOTUS U IPEIOCTABISEMbIE €0 YCIYrd IO NEPEChUIKE U
MOJIYYEHHUIO JJIEKTPOHHBIX COOOILICHHUM, KOTOpPBIE pacHpeleNsaioTcs B KOMIBIOTEPHOH CeTH.
O6bruHO JJIEKTPOHHBIN IIOYTOBBIN SIIIUAK BBITJISTAT CJIEIYIOLUM oOpa3zom:
UMs_TIOJIb30BaTeNA(@HUMs_JTOMeHa. Takke KpoMme TepeJayd MPOCTOro TEKCTa, HMEeeTCs
BO3MOXKHOCTb IepeaaBaTh (paissl.

Ocnognvle cosemul no 6e30nacholl padome c I1eKMPOHHOI NOUMOIL:

1. Hano BbIOpaTh NpaBWIBHBIA MOYTOBBIA cepBuc. B MHTepHeTe ecTh OrpoMHBIN BBIOOP
OecraTHBIX MOYTOBBIX CEPBHUCOB, OJHAKO JIyYIll€ JOBEPSTh TEM, KOTO 3HACLIb U KTO
IIEPBBII B PEUTHUHTE;

2. He ykaspBaii B nM4yHON modYTe JIM4YHYK WHpopMmanuto. Hampumep, iydmie BbIOpathb
«My3bIKaJbHBIN _(paHaT@» win «pok2013» BMecTo «remal3»;

3. Hcmonp3yil MBYXdTamHYK aBTOPHU3ANNIO. DTO KOTJa MOMHMO Mapojs HYXHO BBOJUTH
KO/, IpHUChIIaeMblii 1o SMS;

4. BpiOepu cioXHBIA maposb. S KaXJI0ro IMOYTOBOTO SIIMKA JOKEH OBbITh CBOMU
HAJEKHBINM, YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecimm ecTb BO3MOXXHOCTh HamucaTh CaMOMY CBOW JIMYHBIA BOMPOC, HWCIOJB3YH OTY
BO3MOKHOCTB;

6. HMcnonp3yli HECKONBKO TIOYTOBBIX SITUKOB. llepBbIid aisi 4YacCTHOH TMEPErucKd C
azpecaTaMH, KOTOPBIM ThI JIOBEpsI€llIb. JTO JIEKTPOHHBIA apec HE Hal0 MCIOJIb30BaTh
IIpU perucTpanuu Ha popymax u cairax;

7. He oTkpbiBaii ¢aiinel 1 Apyrue BIOXKEHUS B MUCbMaxX Ja)Ke €CIIM OHM MPUIILTH OT TBOUX
npy3eit. Jlydiie yTouyHu y HUX, OTIIPABIISUIN T OHU TeOe 3TH (ailiibl;

8. Tlocne oxoHuaHHsI pabOTHI Ha MOYTOBOM CEpPBUCE MEpe 3aKPBITUEM BKIAJIKU C CAUTOM
He 3a0y/b HakaTh Ha «BbIATHY.

Kubepoynnunz unu eupmyanvroe uzoeeamesbcmeo



KubepOy/uIMHI — mpeciieioBaHlE COOOLICHUSAMH, COAEPKAIIMMHU OCKOPOJIEHUS, arpeccHuio,
3allyrMBaHMe; XYJIMTaHCTBO; COLMAIbHOE OOMKOTHPOBAHUE C MOMOIIBIO PA3JIMYHBIX MUHTEPHET-
CEPBHUCOB.

Ocnosnvle cogemul no 60pvoe c KubepoOyIIUHZOM:

1. He Opocaiicsa B 60ii. JIyumuii cioco0: mOCOBETOBATHCS KaK ce0sl BECTU U, €CIIH HET TOTO,

K KOMY MOXXHO OOpaTWUThCS, TO BHaudaje yCIOKOUThCSA. Eciu Thl HauHelb OTBEYaTh

OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO elle OOJIbIle pa30kKelb KOH(IUKT;

Ympasisaii cBoelt kubeppernyraiuei;

3. AHOHMMHOCT, B ceTd MHHMAas. CyIIeCTBYIOT CIOCOOBI BBISICHHTH, KTO CTOUT 3a
QHOHUMHBIM AKKayHTOM;

4. He cTouT BecTH XyIUTaHCKUN 00pa3 BHPTYaJIbHOW XU3HU. VHTEpHET (UKCHpPYET BCe

TBOM JICMCTBUS M COXPAHAET UX. Y AATUTh UX OyAET KpaiiHe 3aTpyIHUTEIbHO;

Cobumto1aii CBOM BUPTYaIbHYIO YECTh CMOJIOAY;

6. WrHopupyil enuuHuuHblii HeratuB. OAHOpPA30BbIE OCKOPOUTENBbHBIE COOOIEHUS JIydllle
UrHOpHpoBaTh. OOBIUHO arpeccusi NPeKpalaeTcsl Ha Ha4aJIbHOM CTa uu;

7. ban arpeccopa. B mporpamMmax oOMeHa MTHOBEHHBIMU COOOLICHHSMH, B COLMAJIBHBIX
CeTAX €CTh BO3MOXXHOCTH OJIOKUPOBKHM OTIPABKH COOOLICHUH C ONPEACTICHHBIX a/IPECOB;

8. Ecnmm T1hI cBuuerens kuOepOyuimHra. TBoum  AeHCTBUS:  BBICTYHUTb  IIPOTHB
IpecieoBaTens, I0Ka3aTb €My, 4YTO €ro JCHCTBUS OLIEHUBAIOTCA HEraTHUBHO,
HOJ/IepP)KaTh JKEPTBY, KOTOPOH HYy)KHA ICUXOJIOTMYECKas MOMOILb, COOOIUTh B3POCIBIM
0 (pakTe arpecCHBHOTO TIOBE/ICHUS B CETH.

no
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Moounovustiit meneghon

CoBpemMeHHbIe cMAPT(OHBI M IJIAHIIEThI COJEpXKAaT B ce0e BIOJIHE B3POCIBIA (PyHKIMOHAI, U
TeNnepb OHM MOTYT KOHKYPHpPOBaThb CO CTAallMOHApHBIMHM KoMIbloTepamu. OJHaKo, CpelacTB
3alUTHI JJIs TOJJOOHBIX YCTPOMCTB MOKa OYeHb Majio. TeCTMpOBaHUE U MOUCK YSI3BUMOCTEH B
HUX IPOUCXOJIUT HE TaK MHTeHCUBHO, Kak 1y IIK, To ke camoe kacaercs M MOOMIBHBIX
MIPUJIOKEHUN.

CoBpemeHHbIE MOOUITbHBIE Opay3ephl yiKe MPaKTUYECKH TOTHATN HACTOJbHBIE aHAJIOTH, OJTHAKO
pacuuperue GyHKIIMOHaIa BI€UET 32 COO0M OOJIBIIYIO CII0KHOCTh M MEHBIITYIO 3alUIIICHHOCTD.

Jlaneko He Bce TMPOU3BOAMUTENM BBIMYCKAIOT OOHOBJIECHMS, 3aKpBIBAIOIINE KPUTHUYECKUE
YSI3BUMOCTH JJISI CBOUX YCTPOWCTB.

Ocnosnvle cogemol 01 6€30NACHOCHIU MOOUILHO20 meedona:

1. Hwuuyero He siBisieTcsl mo-HacToseMy OecraTHBIM. Byab ocTopokeH, Bellb Korjaa tebe
npejiaratloT OecrIaTHBI KOHTEHT, B HEM MOTYT OBITh CKpBITHI KaKHWe-TO IIaTHbIE
YCIIyTH;

2. Nymaii, mpexnae yeM otmpaButh SMS, doTto mmm Buaeo. Tel TOYHO 3HAENIb, TAC OHH

OyAyT B KOHEUHOM UTOTE?

Heo6xo1nmMo 0OHOBIIAT ONEPALIMOHHYIO CUCTEMY TBOETO CMAPT(OHA;

Hcnonb3yit aHTUBUPYCHBIE ITPOrPaMMBI JIIsI MOOUJIBHBIX TeNE(OHOB,;

5. He 3arpyxail npunoxeHusi OT HEU3BECTHOI'O HWCTOYHUKA, BEb OHU MOTYT COJEpP’KaTh
BPEIOHOCHOE ITPOrPaMMHOE 00ECIIEUEHHE;

6. Ilocime Toro kak THI BBEIMIEIIb C CaiiTa, Iie BBOIWI JHMYHYIO HH(pOpMaIuio, 3aiiin B
HaAcTpOWKHU Opaysepa u yaanu cookies;

7. Tlepuonuyecku NpoBepsiii Kakue MIaTHBIE YCIyTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

»w



8. Magaii cBOf HOMEpP MOOMIIBHOTO Telle()OHA TOJIBKO JIFOISM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEPsICIIIb;

9. Bluetoothmomxken ObITH BBIKIIOYEH, KOTJIA THl KM HE TMOJb3yemibes. He 3a0biBail mHOT 1A
IIPOBEPSATH 3TO.

Online-uzpwot

CoBpemMeHHBIC OHJIAMH-MIPBI — 3TO KPAaCOYHBIC, 3axXBaThIBAIOIIME  Pa3BJICUCHUS,
00BEAMHSIONINE COTHU ThICAY YEJIOBEK 10 BceMy Mupy. rpoku uccineayroT JaHHBIM UM MUD,
00IIal0TCs IPYT € APYrOM, BBIIOJHSIOT 3a/laHUs, CPaXaroTcsd ¢ MOHCTPaMM U MOJIY4YaroT OIIBIT.
3a yIOBOJILCTBHE OHHU IUIATAT: MOKYMAIOT JIUCK, OIJIAYMBAIOT a0OHEMEHT WM NpUoOpeTaroT
KAaKHe-TO OILIUH.

Bce atu cpencrtBa nayt Ha nmoaJep’KaHUE W PAa3BUTHE UIPHI, a TAaKKE HAa caMy O€30IacHOCTH:
COBEpPILEHCTBYIOTCSI CUCTEMbl ABTOPHU3ALMM, BBITYCKAtOTCS HOBbIE NaTuu (LIM(POBBIE 3aILIaTKU
JUISL IPOTPAMM), 3aKPBIBAIOTCS Y3BUMOCTHU CEPBEPOB.

B HOI[O6HBIX HUrpax CTouT OIacaTbCsa HC CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KpaXH TBOCTO
mapoJrsi, Ha KOTOPOM OCHOBAaHA CUCTCMA aBTOpU3alluU OOIBIIMHCTBA Hrp.

Ocnogénble coeemosl no 6€30NACHOCIU ME0E20 uzcpo60o2o aKkKkaynma:

1. Ecnm npyroii urpok BeaeT cedst TI0X0 WM CO3/1aeT TeOe HENPUATHOCTH, 3a0JIOKUPYH ero
B CIIUCKE UTPOKOB;

2. Tloxamyiics aAMHHUCTpATOpPaM UTPHI HA TUIOXOE MOBEJIEHHE ITOTO UTPOKA, JKEIATEIbHO

IIPWIOKUTH KaKHE-TO JI0Ka3aTelbCTBA B BUJIE CKPUHOB;

He yka3pIBaii muanyro nHpopMaIuio B mpodaiiie urpsl;

YBakail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBail HeodunaabHbIe TaTYU U MOBL;

Hcnonp3yil CIIOKHBIE U pa3HbIE ApOJIH;

Jaxe BO BpeMs WIpbl HE CTOMT OTKJIOYAaTh aHTHUBUpPYC. lloka Tl Wrpaems, TBOU

KOMIIBIOTEP MOTYT 3apa3uTh.

Nookow

Qumunz unu Kpaorca JinuHblX OaHHBIX

OOBIYHOM Kpaxceﬁ ACHCI U JOKYMCHTOB CCroAHs YXKXE€ HHUKOI'O HC YAWBUIIIL, HO C PA3BUTHEM
I/IHTepHeT-TeXHOJIOFI/Iﬁ 3JIOYMBIIIJICHHUKH TICPEMECTUIINCE B I/IHTCpHCT, U TOPpOAO0JIKAIOT
3aHUMAThCS «JTIOOMMBIMY) ACIIOM.

Tak mnosiBUiIach HOBasg yrpo3a: MHTEPHET-MOIIEHHMYeCTBA WM (UIIMHI, TJIaBHas LEJb
KOTOPOT'O COCTOMT B TOJYYEHUH KOH(UICHIMATBbHBIX JAHHBIX MOJb30BaTENIe — JIOTMHOB H
naposieil. Ha anrnuiickom si3pike phishingunraerca xak ¢umuHr (ot fishing— peiOHas noBis,
password— mapouib).

Ocnosnvle cogemol no 60pvoe c puwunzom:

1. Cnenm 3a cBoMM akkayHTOM. Eciu ThI mo/103peBaeiiib, 9TO TBOSI aHKETa ObliIa B3JIOMaHa,
TO HEOOXOMMO 3a0JIOKUPOBAThH €€ U COOOIINTh aIMUHUCTPATOPaM pecypca 00 3TOM Kak
MOHO CKOpee;

2. HWcnonp3yii 6e3omacHble BeO-CalThl, B TOM YHCIIe, HHTEPHET-Mara3uHoB U TOUCKOBBIX
CHCTEM;



3. Hcnonw3yii cnoxxHele W paszHble maposd. Takum oOpas3oM, eciau TeOs B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKH MOJIy4aT AOCTYI TOJIBKO K OHOMY TBOEMY IPOQMIIIO B CETH, & HE KO
BCEM;

4. Ecnu tebst B3IOMalId, TO HEOOXOIUMO IMPENyNpPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpbIE

n00aBJIeHBI y T€0S B IPY3bsX, O TOM, UTO TeOs B3JIOMAIH U, BO3MOXHO, OT TBOCT'O UMEHHU

OyzeT pacchUIaThCs CllaM U CChUIKU Ha (DUIIMHIOBBIE CAMThI;

YcranoBu HagexxHbid apoib (PIN) Ha MoOMIbHBIH TenedoH;

OTk1r04M cOXpaHeHue napoJs B Opaysepe;

7. He oTkpbiBaii ¢ailiiel 1 Apyrre BIOKEHUS B MUCbMaxX Ja)Ke €CIIM OHHM IPUILTH OT TBOUX
npys3eil. Jlydiie yTouHu y HUX, OTIPABIISUIN JIM OHU TeOe 3T (paitibl.

ISl

Hudgposaa penymayusn

LnppoBas penmyranmms — 3TO HeraTHBHAs WJINM IO3UTUBHas HMH(pOpMalMs B CeTH O Tebe.
Komnpomerupyromas uHpopmanus, pasMmenieHHas B MHTEpHETe MOXKET Cepbe3HbIM 00pazom
OTpa3uTbcs Ha TBOEH peanbHOM xu3HU. «LludpoBas pernyranus» — 3TO TBOM UMHJIK, KOTOPBIHA
dopmupyercs u3 nadopmanmm o Tede B IHTEepHETE.

TBoe mecTo KHUTCIILCTBA, y‘Ie6LI, TBOC (1)I/IHaHCOBOC ITOJIOKCHUC, 0COOEHHOCTH XapakKTepa H
paccKasbl O OIM3KUX — BCE OTO HAKAIIJIMBACTCS B CCTH.

MHorue MOAPOCTKH JIETKOMBICICHHO OTHOCATCS K MYyOJNMKAalWU JIMYHOM HHQOpManyuu B
HHuTrepHeTe, HE TIOHMMAas BO3MOXHBIX MOCIHEACTBUN. Thl Jaxe HE CMOXKEIb J0rafarhbCs O TOM,
4To oTorpadusi, pazMelIeHHas 5 IeT Ha3a], cTajla MPUINHONW 0TKa3a MPHUHATH TeOs Ha padoTy.

KommenTapuu, pasmenienrne TBoux (Gortorpaduii U Apyrue AeHCTBUS MOTYT HE HCUE3HYTh JaKe
[I0CJI€ TOrO, KaK Thl MX YAAJIHIIb. Thl HE 3HAEIb, KTO COXPaHUJ 3Ty MH(POPMALHUIO, Monaja Ju
OHAa B TIOMCKOBBIE CHCTEMBbl M COXpaHWJIACh JM OHA, a TIJaBHOE: YTO IMOAYMAlT O Tebe
OKpY’Karolllee JIFOAH, KOTOpble HAaliAyT U yBUIAT 3T0. HaliTu mHpOpMaLnio MHOTO JIeT CIycTs
CMOJXET JH000H — Kak M3 J0OpbIX MOOYXKIAEHHM, TaK U ¢ HAMEPEHUEM MPUYHUHUTH Bpeid. JTO
MO3KET OBITh KTO YTOJIHO.

OcHogHbie cogempl no 3auume yuPpoeoii penymayuu:

1. Tllomymaii, mpexnae uyeM 4TO-TO MyOJIMKOBAaTh W TNepedaBaTb y ceOs B Ojore wiM B
COIIMAILHOM CETH;

2. B macrpoiikax mpo¢wis yCTaHOBH OTpaHHUYEHHsI HA MPOCMOTP TBOETO MPOQHIS H €ro
COZIEPKUMOT O, CHIEIIall €ro TOJIBKO «JUIS APY3€en»;

3. He pa3smemaii u He yka3piBail HH()OPMAIIHIO, KOTOPask MOKET KOTO-THO0 OCKOPOJISATEH WK
00MXKaTh.

Aemopckoe npago

CoBpeMeHHbIE MKOJPHUKH — AaKTHUBHBIC IOJB30BaTeNn HUGPOBOro mpocTpaHcTBa. OaHAKO
JAJIEKO HE BCE 3HAIOT, YTO MOJB30BaHWE MHOTMMH BO3MOXXHOCTSAMHU HU(GPOBOrO MUpa TpedyeT
COOJTI0ICHMSI TIPAaB HA MHTEIUICKTYAIBHYIO COOCTBEHHOCTb.

TepMUH «MHTENIEKTyalbHass COOCTBEHHOCTBY» OTHOCUTCS K Pa3IMYHBIM  TBOPEHUSIM
4eJI0BEYECKOro yMa, HauMHasi C HOBBIX M300pETeHUH U 3HaKOB, 0003HAYAIONINX COOCTBEHHOCTh
Ha TMPOJIYKTHl M YCIAyrdM, W 3aKaHyMBas KHUramu, Qororpagusimu, KUHOWUIBMAMHU U
MY3bIKAJIbHBIMU ITPOU3BEICHUAMM.



ABTOpPCKHE NpaBa — O5TO NpaBa Ha WHTEIUIEKTYyaJlbHYIO COOCTBEHHOCTb Ha IPOU3BEICHHS
HaYKH, JINTEPaTypbl U UCKycCTBA. ABTOPCKHE NTpaBa BHICTYNAIOT B Ka4€CTBE FAPAHTUU TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa HE OyIeT HampacHBIM, JacT €My CIIpaBeJIMBbIC
BO3MOXKHOCTH 3apa0o0TaTh Ha pe3yibTaTax CBOErO TPy/a, MOJYyYUTh U3BECTHOCTb U MPU3HAHMUE.
Huxkro 6e3 paszpemieHust aBTopa HE MOXKET BOCIIPOM3BOIUTH €r0 MPOU3BEIEHUE, PACIIPOCTPAHSITD,
nyOJIMYHO JI€MOHCTPUPOBATh, IPOAABATH, HMMIIOPTHPOBATH, IyCKaTb B IIPOKAT, MyOJIMYHO
UCTIOJIHATS, IOKA3bIBATH/UCIIOIHATD B AHpe Wi pa3memiaTts B IHTepHeTe.

Mcnonb30BaHuE «IIHPATCKOTO» MPOTPAMMHOTO OOECHeueHHs MOMKET IPHBECTH K MHOTUM
pHCKaM: OT MOTEpPH [AaHHBIX K TBOMM AaKKayHTaM [0 OJIOKMUPOBKH TBOEIO YCTPOMCTBa, Il
YCTAHOBJICHHBII He JierajgpbHas mporpamma. He crouT Takke 3a0bIBaTh, YTO CYIIECTBYET
JerajibHble U OecIIaTHbIE IPOrpaMMBbl, KOTOPbIE MOXKHO HAWTH B CETH.

NHpopmanus MKOJIbHUKAM 0 PEKOMEHAYeMbIX K HMCIO0/Jb30BAHUIO B y4eOHOM Ipouecce
0e3omacHbIX caiiTax, 0aHHepbI 0€30MACHBIX JeTCKUX CAWTOB, CCHIIKM Ha 00pa3oBaTe/IbHbIE
U MPABOBbIE CAUTHI:

o http://www.saferunet.ru — Ilentp be3omacHoro Uurepuera B Poccun. CallT mocBsieH
npobaeme 6e3011acHOM, KOPPEeKTHON U KOM(pOPTHOM paboThl B IHTEepHETE. A KOHKpETHEe
— oH 3aHuMaercs MHTepHeT-yrpo3amMu U S(PQPEKTHBHBIM HPOTHBOACHCTBUEM UM B
OTHOLICHUH I10JIb30BaTENIEH.

e http://www.fid.su/projects/saferinternet/year/hotline— Jluaus momornm «Jletu oHaHY.
Oxka3aHue NCUXOJIOTUYECKOW M NMPAKTUYECKOW MOMOIIM JETSIM M IOJPOCTKAaM, KOTOPbIE
CTOJIKHYJIUCh C ONACHOCThIO WJIM HEraTMBHOM CHUTyalli€l BO BpEMs I0JIb30BAHUS
UHTEPHETOM UM MOOMIIBHOM CBA3BIO.

e WWW.apKpro.ru— 3JeKTpOHHBIH Kypc MporpamMmbl «3710pOBbe U 0E30MaCHOCTh JCTCH B
MHUpEe KOMIBIOTEpHBIX TexHoaoruid u MutepHer». Ilporpamma npencrasiser coboit 72-x
YacOBOM Kypc, COCTOSIIIMMN u3 6 Momyneit. Kaxaplit MOTysib MpOrpaMMBbl JaeT OAPOOHOE
ONHCaHME W PEKOMEHJAIMM 1o obecredyeHuto Oe3omacHOil paboThl jereil ¢
KOMITbIOTEPOM U VIHTEpHETOM.

o CaiiT «Bam snusbiif MHTEpHET» — ceTeBoe U3JaHKe, MMOCBSIEHHOE MPOoOeMe 3alUThI
YyeJloBeKa OT arpeccUBHOro coaepxkumoro Beemuproit CeTu, KoTopoe MOKET IPUUUHUTh
BpEl €My WIHM €ro KOMIBITEPY. Pecypc 3HAKOMUT uyMTaTened ¢ OTEUYECTBEHHBIM H
MHUPOBBIM OIBITOM 3aIIUTHI OT BpeaHOro MHTepHeT-kOHTeHTa. TemaTuueckue CTaThu.
Hosoctu. O630ps! 1 oTueTsl. MonuTopuar CMU. ®opym

e Cailr «EnuHoe OKHO JocTyna K o0pa3oBarelbHBIM pecypcaM»— HHGOpMalMOHHAS
cucremMa «EnnHoe OKHO JocTyma K 0Opa3oBaTeNbHBIM pecypcaMm» IMpeaoCTaBiseT
CBOOOAHBIM  JIOCTYH K  Karajory oOpa3oBaTelbHbIX HMHTEPHET-PECYPCOB U
MOJTHOTEKCTOBOM 3JEKTPOHHOM ydeOHO-MeTonndeckol Oubnuoreke Juis OOLIEero u
MpoeCCHOHAIBHOTO 00pa30BaHUsI.



http://www.saferunet.ru/
http://www.fid.su/projects/saferinternet/year/hotline
http://www.apkpro.ru/
http://window.edu.ru/resource/675/17675
http://window.edu.ru/

